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o BLETSSHERIPHEHAIRSZE, IAITABREARIPEESSHER, BRiZIEE
SRR E R B2 AESSHERA PRI BB EH,

S8 EREIFNZLEE, 2EE3-7, 5 “FIERRIPT .

3-7 FFINEZE 1P
Tl RESRE O

o}
ol
it}
[

by

SRR LRI EREIP,

HERIP/IPER HRESRRSE (&) wE BRI

£I2 AERBEFHAEZRIP, £ “TARRS:E" JIRPIRERIRSSR, WE3-8FR:
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imin S IEARSS
= e 3 EHFHE

3-8 0 SSH &5 IP {3

RNNSSHERIPAZ S

ESTSSHERIPEESMRESE, RnrosSmeirEdssHEs,

o RS NEESER

BEASEEP

192.78.10.0

EEESERIrRSCHNESS

SEEEE (E1)

TEESE 20 @ Q

Py — IESEE ISEI0

my 723984 53-8¢6 my, & = 7235840 R0 933-8c6e-9...
.

3.8 ENHEAASERM?

FHIHEEMNIEEREG VR TIEN . ENATIEX, BSEUTEEHEZN
FHIHBEWHIRE FRE R,
o iﬂkﬁiﬂ%’é;—?ﬁtﬂﬁm, WNRAETIN, B2 RIS ENHATIEN R ENZ
o
o HIEFNERELEEIHD, EHFEGARTREEUTIIANRE:
- ENFENZSESMEACLRE THERE, B2 RIHTERENTEES
B INREE A F R ASIEIRSHIIPMER A A ZAIEN
- FNIPEHEEAEEIPRENR SRS IZE, B2 NEREESEEAIPEERR
FHIPEE, HEUERESSHERIPEHZRISENENIPEEBEIEZE,
- {(ERATnatgfEEHHETAR, BVSERPIRNIUARIIEAMAE S H
TENEE, BARESSDNOESNHRIIETRRITE? .

- EVUPHIOINT CFWRGIFFERTSRISE B2, IGaiERT, SEREEER
FPRINEEN . EEZRITHRINGFANIEGRINRE BRI THIE’RIIP,
NEREE, ‘w07 BfEFRO, “MHYEEE &E “Any”
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imaEERS
= e

3 NS

3.9 FHIESZFAFE AT ENIG?

FHIESAFIEER=EN
Baisz#FlinuxEHFIWindowsEH .

3.10 imiAEIEARSS ST LR ER FRIENIIHE?
R IEIR S S E MR E R SO T :
SESOLINUBIERGHRE , IE3-367.
SEHHIWindowsBIERGHRE, WIE3-4FFR,

X 3-3 Linux IBERZRRA

b3 TFAOSHEEL
EulerOS EulerOS 2.2, 2.3, 2.5, 2.8 and 2.9 64bit
CentOS Cent0S 6.10,7.1,7.2,7.3,74,75,76,7.7,7.8,7.9, 8.0, 8.1, and
8.2 64 bit
iBE
CentOS 8&FRedHat SAFFHIXN T SEMIEE
RedHat Red Hat Enterprise Linux 6.10, 7.5, and 8 64bit
Ubuntu Ubuntu 16.04, 18.04, 20.04, and 22.04 server 64bit
SUSE SUSE Enterprise 11 SP4 64bit, SUSE Enterprise 12
SP1/SP2/SP3/SP4 64bit, SUSE Enterprise 15 SP1/SP2 64bit
OpenSUSE OpenSUSE 13.2 and 42.2 64bit
Debian Debian 8.2.0, 8.8.0, 9.0.0, 10.0.0, and 11.1.0 64bit
Kylin OS Kylin OS V10 SP1 64bit
F{ZUOS V20
Huawei Cloud | HCE 2.0
EulerOS
openEuler openEuler 20.03
AlmalLinux Almalinux 8/9
Rocky Linux Rocky Linux 8/9
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% 3-4 Windows IZ{ERFthR A~

b2 FIFHWindows R A RRA
Windows Windows Server 2012 R2, Windows Server 2016, Windows
Server Server 2019

311 AHTE SR AR

ARNENRFES /RS EZERAE, RERREIZEFTEEE—ET AR
ARBTIRE, RERSZBNERHITREAES, ISEREEERSGLIVESE
X, BERERNRER TR ELRHITIESE.

SR WEEEERRSH[LOIHTED, PHLEERATREAESR

£ WHFZRESENRFMRBEHTSIXIBA . RIBWSERIUNRSSRNERBRESRS
EE, WABCHR~EaFTRMRRES, HEREEESIE.

$R|3 ERUKINEFEEFHESEREIEXANT, NRFEMNZEESEmETUR, FF
W TREEENHERS, KRERASNESHTRBEERR. REEERITHK.
T ABRFEEME. URIREIEE T 8EERRISN .

SR HITRBEER, RIFSAER, BRFELICRE, HLEHIIREE.

$R|S mEEETME, EUHMNEXBIRRS SRR LAREEITIEEE, HIRIRSSS
RERE, BHFEMMESICREHTAE, HERRBRAXEEA RIERN

e

22, AThIEREEIEFENETR, EREIESNERIIED. HESE.
MM TRIBRIGIE R T, EREETEINOHRINCE, TSRk
AR SeERUME SRS HITITIAE

SNRUA LS RDARBERREHIEM, BINEEREIT “EBEONSM" AIZEN
BElTogE, —uhTFeRimiEES .

3.12 imiR SRS AT LA AR e A IR AR S5 R 157

R EERS AT LA RIRIRSS =S . AR HaABRYPIERS:E, FERE
A&,
o RHELEETIEBIMNN .
o AHNMEIRSZEEALINUIRERSR, BiEmEL TRAEK:
- EulerOS: XHHIRARRFhRA/9EulerOS 2.2,
- CentOS: XHFHIRARZRFthiv479CentOS 6.5,
- RedHat: IFHIRERZFZMRAIRed Hat Enterprise Linux 6.10,
- Ubuntu: XEFHIRIERSIRAIUbuntu 16.04 server,
- SUSE: SRR ShRASISUSE Enterprise 11 SP4,
- OpenSUSE: #EHIRIEESIRAIO0penSUSE 13.2,
- Debian: XEHHRIERFhRASIDebian 8.2.0,

=N
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- Kylin OS: ZIFHIRFMRASKylin OS V10 SP1,

- H{EUOS: XIFNRFRAAFIZFUOS V20,

- Huawei Cloud EulerOS: SZ3FRIERSARAIIHCE 2.0,

- openEuler: SZRIRFRAopenEuler 20.03,
o HLUEEERIIA YIRS EE .
AiPIEIRSS S HEM L RS, UERESERS REBDRMPHRNASG,
(FRREEIERS AR AVIIERSSES

Gl g#ﬂﬂiﬂﬁ%ﬁﬁﬁﬁﬂi%i@%i@ﬁﬁ%ﬂ’ﬂiiélﬂﬁé’n’ , B2 IERS R LERREEE
IRS315? .

3.13 YIBIRSFB e LERRRSEEIRSIE?

HIERIERS R ALINUIRIER S, BiRETHRAZ KT, tNRERIIIEIRSS 2T
Mimf2&®, Walbi@EdRmyrya A ERRREERS .

e EulerOS: IFMIRIERSFIRASEUlerOS 2.2,

o CentOS: XIFHRIERFRZASICentOS 6.5,

e RedHat: IFHIRIRERFIRAJIRed Hat Enterprise Linux 6.10,
e Ubuntu: ZIFRIRIERFMRZAIUbuntu 16.04 server,

e SUSE: IFHIRIERFMRASSISUSE Enterprise 11 SP4,

e OpenSUSE: SRR FRAI0penSUSE 13.2,

e Debian: ZIFHIRIERSFMRA S Debian 8.2.0,

e Kylin OS: HFRIRFRZASIKylin OS V10 SP1,

o H(SUOS: IFMRFIRAAFIZUOS V20,

e Huawei Cloud EulerOS: #FHIERFRRASIHCE 2.0,

e openEuler: ZIFHIRFhRA SopenEuler 20.03,

3.14 Y{al I3 SSH N ?

LinuxER32% “SSHIBINER BUA.
RIILINUXENUS , SR T RESBOIRSSHIBH.
B BREWHA,

S8 EANSHNS, B — , &R RSIIX > FASia%E > BESERS” , #A
e S EEARSS TR o

SR|3 EEMSHEE, &F "Bk > £7 , EAENIIRAD.

£BA FEBIRLInERENRT “BIE” 71, BE “MwiE" , NEAMRLY “wEEN
DO

£I5 E BIUERT XiF, BE IEESSHIENT THIE, EF ‘BINERERT , B
‘BINEEEE” NHE.
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i S TR ARSS
= aE 3 EHFE

H$I6 IBIRRIBE A SSHIZANEL CUEFTAISSHIZN .
o JEIRE “YRIBSSHIEN” , WNE3-9F o

3-9 gl SSH %X

SSHENESE (8 SESSHER HESSHER
EESSHET ssh hd
Baal 2 [Z4an|
BEAT. EEEE

BEFE root

IR EBRIBIISSHISIEE, BELEl, MaIEXSSHIBNMIES ., RSN
nEe3-567 .

o IR “GUESSHIZIN , WIE3-10P7R,
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3 ENEE

3-10 Bz SSH =X

SSHIZEE EESSHET

(@ BIESSHEN

FEEEGT ZmEs -
Root[RE2EINE
sudoFHFE root
mEnEEE () sfs/defauli_cn-east-3 v
SudoZ=EEs @ =y
HESEEHEE (- BEEERESH
Hig
RERESH, BeEIBINFR3-5FR.
& 3-5 SHURA
SYEMWR S¥EA
SSHIZANBIFR BXE N SSHIZINER
EFimH SSHIEIERIIROS .
BAREZeEEFINZRA, LMEENEDIZ
imOnEREEERS .
EEERH SSHIENRIERHEH .
EESEE:
- BBRER
- FRBER
Rooti¥fRE2&EMNE FIF RS, AaTLARrootlkSEEER, m
HNeeEd EBAFRER, AEZ8eiEE oot
P
sudoFIF& BRiNJgroot, AENEE.
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imaEERS
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3 ENESE

SHEM SEEAE
R INEE A AT IRIPENERZHHEFRLE, BEYRE
FRINEER, LR EREDEE AN FEF
HEEMPS o
EALUERERRIINEER, NRREHIEAII
BEH, BRE ‘CIEER , (ERREER
SERNBAEEH.
i
- EEATLERURINEIRS M R IR
" et dbm—
QR A it
= e
" R bis—
" G biT
" TRl
" Ryl
X ORBSROEMRE, B2 NRE.
- ERSENERSEELIRTE, HENES AR
IR, ESIMEES.
sudoZ 5 4 “EERERH N ERERT N, 78R
ZEH.
IRESsudoFIFXNAIZRS, AT EHNKSE
£, BREESNERT.
FA$H 4 “EERERH B BRERT i, IBR
Z2H
FATRERS 5 ‘EEERG N ERERT N, 7BTR
ZSH
REFBRAFPMNAER, ATENKSEZE,
EHERRINE R
LEAPS LITR “RootBUREEME iF, FRFi%S
HIEAFZE SHRE “RootBUREEME" , B “BSIEERS
X A “BEER Y, ZETZSH.
IREEBAPENNAER, BTENKSE
£, EEERINERT.

FiZ (LATRAEERSEER ) 5, it ‘RERZHBRR (LhRRREE
IRSSEER) 7, B “HIN7 , SERLinuxENERISERIEIE .
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S|T BE I, SRLNCENERIE SRR,
SIS BE WA’ , GBIELnUXENESRISER.
-

3.15 ECE RN, BIRERINZEZRL?

FEBIEESSHIFINE R (LinuxEH ) B, ATHRIPENBEREEHERLE, BELR
(EFANEZER, LIBREREDSE A FEITEXS .

ERILUEREBRINIEER, NRISBIEIINEER, BRE “SIE%ER” ,
R E 2RSS T RRIRUAEEA

BXREETHURINAFRIRME, B2 DA LinuxEFFITR? -

A

o (SHRILIERIRINZERSSAILIT X2 A
o feibdbtm—
o TERg-TM
o HR-LEBT
BXREEZRRFMERE, B NeEEH.
o (ERHIENZRSTERMITEE, FHARSHEMERINE, BSRMEFS.

3.16 Gl SSH =AY, WMEgBEERIKO?

FEALinuxEHEIESSHIFEREY, FEREBERIKO, WES-117x.

AREERIRON, BHERZEHEMNIZKO, LMEENTESZiEOHEREE
2RSS .
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REERS
NG 3 ML

3-11 IREERIKO

SSHEMES $EIESSHIER (@) HEESSHER
SSHEEIR
EEEEAT EEEE r
Rootfl[REESIIE
sudoFEFE root
sEmEzE () v
sudoZETE @ &
ZEEREHRE (Eh-EREBRERN

3.17 el 3B 7 IP HELER9TFEA?

NRERIENCHEAMEE 7T IKSHERD, SMBBOXENRIIPHILLE, B5EEARM
B EZENAKSIER, AEERPEERSFRINZENARINEEEER
SHLUAEZEN.

BRGENBATRINGNFMRIE, SSDAMIIILinuxEANFHITEIR? .

3.18 JWEMMAMERYREHT “ 28" BEETAEIE?

AREFEERES, MREmASEENRRASNENSEHREE, ERLEERRE
EETEITRY “IR(E” 71, BE “RBiR” , REZEE. FERTRBES <M
i, (EfANARESTHEREARERN, AEREPEASEZRR.

3.19 ENFAFEAIIAXRARSARTE?

FNIEFRERARLEE

IR\ B LRSI HIINERA SN EIUSKEE, EAILERMUSIEE
17RO “BRE7 B, BE RERT , REZAEIR, BANAKNERGIHERSRER
PG R T ST
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3.20 Eﬁﬁﬁﬁgmﬂﬁﬁ\ﬁéwﬂéﬁﬁﬁ’ﬂ?

BEREERT ‘KRBT (IS ERRSHEIAELGERINE .

3.21 FHEREMIEEIRA LAZEIL?

1158

o MREHAEERINERASHENENRE, ERLIEEFMOBINETH
SRIET 5], Bk R BIRZRER, EENGRES SRR
im, {EfEn E’\J’f“élﬁfﬁ‘l'fi%ﬂii MY, RSP EASHINZACEIN,

o ImREERSBERXEASRAFAIFERESIMCN, MREFEHERIENHT
FREIN, BWSLEIAR.

3.22 BB R HSHEINHEA—, AHA?

TBESIERS B SHF A — MomcatiHig, HEIRENBEZ Mtomcati#izhd, E
HRENSIEHSHEEME RN —

BIMRE— " tomcatifiZfe, ENZBERENHRITIEME.

3.23 EeEE @A P sudo 1= FisiaidiE iR/ FEb)

ZOABRT, LinuxERGREEEERFYIAEIsudoerdlZRrd (EZi@AR is not in the

sudoers file. This incident will be reported. ) :

d= lttllfte stuser) groups=1001(testuser) context=uncenfined_u:uncenfined_r:unconfined_t:s@-s0:c0.c1023

st rootls sudo cat /etc/os-release
sword for testuser:
s not 1n the sudoers Tile. [Ihis 1ncident will be reportied.

1. BRESFHDIEEIrootiR .

[root@localhost ~]# id
uid=0{root) gid=0({root) groups=0{root} context=unconfined u:unconfined r:unconfined t:s0-

2. HIN#vi [etc/sudoers, FieiTFFsudoersBiEBEX 4.
3. FEEEMHRERN: HEAFEA ALL=(ALL:ALL) ALL, BN wq! , {RIFIEX.

[root@localhost ~1# tail -n 5 fetc/sudoers
# %users localhost=/sbhin/shutdown -h now

## Read drop-in files from /fetc/sudoers.d (the # here does not mean a comment)
#includedir /etc/sudoers.d
testuser ALL=(ALL:ALL) ALL
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o (FHRESERSHIsudIRIVIIEINAERT, INEERBAUERN “EERFEE” M “sudo
7 BRE—H, 1958 ‘EEART fIEE.

X
EEEEE
SSHEENZS EiESSHIET (@) BESSHET
SSHEEUEIFR sudo_auth
BEE0 22
EEE RS =g v

EEAFE testuser

sudoFEAE root

mHEmEEE () | Asset_cn-north-7 v
TERFZE () | e =

7'1' Htestuser[Eg
sudo=EE @ ........ ©

IFFIE “/etc/sudoers” HELE T “Defaults targetpw” HURIERZ, EEMIArootZRA
?ﬁgﬂ?ﬂﬁﬁ%, FELERNERTS IS “ Defaults targetpw” 1BXECE TR, Hif<HEE
REIFECE .

#

AL ALL=(ALL] ALL

o PfESRE, BERREE.

3.24 O BBkt TP MITHE?

{EFRBRATLH TR R M S B E AN E3- 127

3-12 MEREE

=MIP AP
BEARAN

B2
' ]
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= e 3 EFHE

1. BIEENMEES, IPHUEESBIRENHIRMIP,
2. RIIEMRMECE .
ECERIBMRIL “ AMIP” BSHNBRVAIA NI ERE .

< EEN

FEINENL HESA HERSENEE HERBHR

b= 1Pt BERGRR ke | il RS BiE

+ BENEE

RINRNLE, IEEEIZBMRIATsshBCE XS “/etc/ssh/sshd_config” =hifvin:
AllowTcpForwarding yes, FIFZFSSHIEINEREA . (XL BEEFEFsshd
RS .

3.25 FHE@EMEN S E U aab 8 ?
B 'S A LU = S SR ERE RSB IEE .
FNEEENS ARSI IES XN T:
o BINEHHRINAISSHIRS KA FR, TirER, 1BHBSSHIRS -

D VSS.00010701: w2, EEAsLEEE5 108

o BRHEBRIAISSHARSSIEEERT, IBHIAMEZE R REEsEE B XIS

bR o

D) VSS.00010702: pESAANE, EEANEESEE

SRERIENSHHRLAIIPHBIL M TE, BRINEES NAMEIBRENREES
12? .
o BirEBMRIBRAIKFZRDER, INEXRW, BEARIRERESEIES,

1) VSS.00010704: PAMEEEN, EEIASENEEES1IER

FNERSETRFPEEARIES, BRDNAESIEELInuxETRAN
o BiRHEBMRIBIRAWFZEBER, INEERW, BWAEREEEE1ER.

1 VSS. 00010705 EFhAEEN, SRS EEESIERA

FIEREEFRFPEARIES, BRDNEFSHEELinuxETUIEN

o B IRFERFERANENIRTRE, TEEEIRTE. HEBIERER, 15
AR BIBINRZEMFRIR -

1) VSS. 00010707 128450, SmAENEEES 10
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RREERS
B 3 ENAE

FHERS B FrootRIMEAR T, AAERALER, BRIMNEESNEES
B FPHIsudoR N A PR KRB o

o  WindowsRFEAIFEEIENL, BEALinuxESRENHITEBEME .

@ Vs5.00010708: INHESASIFTIBIEMS

3.26 I HAZRETEH kernel [F, HRERFGIFZERERA
kernel JEiRRIEE?

{#yum update kerneligkernel B ZERIMRAS, REESERSIIEEUlerOSIHR
HKZEkerneliwiE. XMERFABETREEERSTRIRR, MeERTHEkkemelZ/g
KRR ERH EARIRARkerneliz T, kernelHRBIRFRAGRERFIET, L
FR_EARSAERRARBIRkerne AR ZK, FRLUBRINAEE

o T TS LIBEERRIRFALE 7 HILRAR kernel,

rpm -qga | grep kernel

[root@localhost ~]# rpm -ga |grep kernel
-tools-4.18.0-147.5 1 2. I'|J4EI eulernz:'-.-" .
-tDDl 1lb -4, 13 ) )

o  HITUITHSHUEERSMRRLIMERRIZRM ARARIkernel,

uname -a

[root@localhost ~]# uname -a

Linux localhost.localdomain 4.18.9-147.5.1.2.h340.eulerosv2r9.x86 64 #1

A EE

o FEAFIFHFHRLIMFERIREIRANEFEEKRECVEREAIKernel, E LR
R EERS NS RkerneIZECVE-2020-0465F /i

o IZ=FIXFFEA T CentOS. EulerOS. Red Hat. SUSERYEFIUIER.

o IIMNEABEELERT, BREBRNyuMBEHARIRMERRAE SRR, A
YyumiR R SBIRIERARHFNEZEA T, iHER MEAsER DkerneliRiEF
BERITE, tiIER TEEEHYUMBERNRERZE HiRSE LI ERSIR
BHEISRLZLINTHEE., B2, SEETRRIESERSHAEIRSESTH ‘B8
2N Hflinstalled versionFfixed versionlINE, HTOHFIES .

3.27 {{@FF WinRM jR53?

WinRM ( Windows JZf2E&12, Windows Remote Management ) EWEBIRSZSIETE
HEREIMicrosoft WindowsHRISETE, ERiFtF— MR MAIMIcrosoft
Windowsit&H Ltz BERBIEFIRIMER . E—aEsBAWINRRME, 5—&1
2EpiaE@IIWindows PowerShel R FFEWIinRMAIH 28 TInfE & 1E .
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A EE
BHaixdWindows RFZEHPAIEFIE ST IFEFHTTPSHIWINRM ( 5986i% [ ) FIEFHTTP
AIWInRM (5985i% 0 ) , ENFEFEEFRELZENETFHTTPSEIWINRM,

MRA T MRRRIEMIERWINRMECER), ENERHETNE, IKERRRTHIE
&

FFEETF HTTPS £ WinRM [RS
HFHTTPSHIWINnRME 37 FWindows Server 201652 LA ERRZA .

FE1 LAWindowsEZHREIE R B{9izfTPowerShell .

2

Windows PowerShell

BT

£E2 PITNTHRSEEFEETHTTPSHWINRMEZSHE

winrm e winrm/config/listener

s, 127.0.0.1, = 7, ::1, fe80::4ddb:

R AHTTPSHY “Listener” B “Enabled” 3 “true” , MIAFRIRES., INERE
R, WiEEENTEE,

£33 REWInRMESERAFRAZBIENRERIEREEIER.
1. FITUTHR<EERERERARAEERIE,
a. T TaLEBAUhER.

winrm get winrm/config/service/auth

= winrm get winrm/config/service/auth

Basic = false
Kerperos = true

Negotiate = true
Certificate = true

CredssP = false
CbtHardeningLevel = Relaxed

b. HITUITaESIEHK “Basic” AIEA “true” ,
LiEENE “Basic” % “true” B, TAMITZEE.
winrm set winrm/config/service/auth '@{Basic="true"}'

2. BT TS REEWINRMIERBASER 2B 1EH .
Is Cert:\LocalMachine\My\
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= e ) ESEEES

r» lz Cert:‘\LocalMachine'\ My

L]
rayl

\Cexrtificate: :LocalMachine\ My
Subject

CH=WIN-7TENE4FFEFQ
CH=WIN-TTENR4FFFF]

- WEAHE, B “Thumbprint” SEE2R9ThumbprintXdiz, “CN” §5%
MBI, MEFHTTPSEIWINRMERL S =

- NRAHELEES—RUSEERITERSEIRHTTPS WinRM{EMRAJIE

B,
FE,4A LIWindowsRABIERBMETcmd, FHITUTHSEIEEEFHTTPSBIWINRMAR
22
FJ o

1z PREERCNSENZBENES, MRARE, BEPITERS 1EMIES.

winrm create winrm/config/Listener?Address=*+Transport=HTTPS
@{Port="5986" ;Hostname="" ;CertificateThumbprint=""}

WITRRINEERIN LB, Eh, “Port” AMIFIKO (EBINAMER) ,
“CertificateThumbprint” J9IEHBAIThumbprint, “Hostname” AFENZ, wliEI
fEPowerShellFHIANIN T apSIREN:

hostname

tor> hostname

THBEISE2 ~ SE3RIFHTTPS WinRMEL B 25 1Eff .
FIB5 EHEHTTPS WinRM{ERIIES .
1. ECNSFENZERNBEZIER.

fEPowerShellF AN T ap S EIEIER:

$params = @{
Type = 'SSLServerAuthentication'
Subject = 'CN='
TextExtension = @(
'2.5.29.37={text}1.3.6.1.5.5.7.3.1")
KeyAlgorithm = 'RSA'
KeyLength = 2048
CertStoreLocation = 'Cert:\LocalMachine\My\'

New-SelfSignedCertificate @params

Hrh, B& “Subject” BYES, EMEBIN LAGSHFRIF—E, “Subject” {EAYE
I, “CN=hostname” , hostnamefJ3xEX 184
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rtificate::L hine'\ M
Subject

CH=WIN-T" Jesgr g

SR RIS HEEIEBAISubjectFIThumbprint,
2. BT T aSEIRIES.

Set-WSManlinstance -ResourceURI winrm/config/Listener -SelectorSet @{Address="*";
Transport="HTTPS"} -ValueSet @{CertlflcateThumbprlnt—""}

winrm/co

Hrh, “CertificateThumbprint” J9iEBRIThumbprint, BIBEEILER2 ~ £E3
ISIUEHTTPS WinRMBCE 2 & 1EH .

----4ER
FEETF HTTP 89 WinRM [RSZ

F1 LAWindowsEZHREIE R B{pizfTPowerShell ,

2

Windows Powershell

BT

2 PUTN T HSEFETHTTPRWINRRMEEH S

winrm enumerate winrm/config/listener

o WRZFEMREER, WRRWINRMIRSKAEZ, BHITEER3.
o WRAFEREER, NWERRWINRMIRSZEHRRE, BHRITEER4.

HI|3 T T aSHBWINRM, ERyERIZE .

winrm quickconfig
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Ps N ircn quickoon
TEIH L, WinkM FIEEH
) T-Epk

T4 FEAuth,
1 . H‘L?EQDTHD VEEAUth{nlu\o

winrm get winrm/config/service/auth

= winrm get winrm/config/service/auth
Basic = false

Kerberos = true

Negotiate = true

Certificate = true

CredssP = false

ChtHardeninglLevel = Relaxed

2. PUTIITaRSIE “Basic” RIEN “true” ,
MIRENER “Basic” 3 “true” BY, THHITFZEE,
winrm set winrm/config/service/auth '@{Basic="true"}'

IS EEMZELNARFIENE .
1. PITINTasSEEServicel5E .

winrm get winrm/config/service

= winrm get winrm/config/service
Sservice

RootSDDL = O:NSG:BAD:P(A;;GA;;;BA) (A;;GR;;;TU)S:P(AU;F/
MaxConcurrentOperations = 4294967295
MaxConcurrentOperationsPerUser = 1500
EnumerationTimeoutms = 240000
MaxConnections = 300
Ma\PacketRetr1eua1T1me econds = 120
AllowUnencrypted = false
Auth

Basic = true

Kerberos = true

Negotiate = true

Certificate = true

CredssP = false

CbtHardeningLevel = Relaxed
DefaultPorts

HTTP = 5985

HTTPS = 5986
IPvdFilter = ¥
IPvBFilter = ¥
EnableCompatibilityHttpListener = false
EnableCompatibilityHttpsListener = false
CertificateThumbprint
AllowRemoteAccess = true

LREWES “AllowUnencrypted” i “false” B, 1BHITEE5.2,
2. HUTIIT&HSIEM “AllowUnencrypted” B9ES “true” .

winrm set winrm/config/service '@{AllowUnencrypted="true"}'

¥IB6 HTUN TGS BEEFHTTPHIWINRMIRES 2B F BT

winrm e winrm/config/listener
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= winrm e winrm/config/listener

Address = ¥

Transport = HTTP

Port = 5985

Hos tname

Enabled = true

URLPrefix = wsman

CertificateThumbprint

Listeningon = 127.0.0.1, 172.16.0.70, ::1, fe80::a960:

BERONE, HHEREEHTTPE “Listener” B “Enabled” 3 “true” , TWAFBIR
o
1=

X4 WinRM R

£ LIBERBHiziTPowershellF T TS,
winrm set winrm/config/service/auth '@{Basic="false"}'
winrm set winrm/config/service '@{AllowUnencrypted="false"}'

B2 WITIN TS EKAWINRMBES

net stop winrm

R

3.28 (AR AN ENAEZRAmAMNEYL, £
RN FEBHTAXEI?

(ERBHRIIIEAR M ENFIEZIEAMEN, ERAEENHEEXSIZR3-6F7 .

& 3-6 AHRENERNA

AfERED EF’AMIPEEEEIE’&W B BRI R A
Il
BIERFZ 2N T 13 F5 35
TAERSS /MREIEAE | 25 A3THF
1588

AZARSS /MMM SRR
R TR SN BARaY
BAXROERERE, ELAR
peEIS BRI Se RIS

iE.
BRIFRRZ e ERH FF HF
WebrhiE/f 22 F &I | 325 HF
FREME FF HF
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3.29 e R FASEFNFATHZRRG?

SENIHEBI BRI L URBFEERIENES, S REIFASBRFAAERRIES,
FASARIFATRE BRI S VAN T :

£ EBRVEN LNTTssh-keygenas SERMAAFAR, REBIERESMNERMARX
HERZ, FAN2RFABEERS .

f.sshfid_rsa): |./ssh_key_tmp

key tmp
y _tmp.pub

3 SnZByZmjeR5 8E root@localhost.lo__.
mart image is:

4

HITIsap S AT E B EIR BRI IR T EMBIATBFFAAN

5£h_huy_1hﬁ.hdb'

2 BRPEERIBNENBIsshdiRSZINEEEEMm, AGEHITsystemctl restart sshddp<
&BEsshiRS o

/.sshfauthorized keys

[rnntm'iru alhost sshl# I

I3 HiTcatmSEENENHAS, HEABRBTHTES, ENE “‘BIUSEER” 1
MEAIFASBNARIER, FimAFARZERD,
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PR 3 EVIEE
ENEEER
0 rTERERENERESE. sEneLfE BEUENET SR
SSHEMEE WESSHEt 8 MERSSHEM
SSHIEEE
sl 22
RS A EFEE -
WFF~SE root
rEmEEE (3 kpsidefault_cn-north-T -
?ﬁﬁuaﬁ”&“‘*l‘-‘t L 1Fﬂ QWaSPITOgtuSymhwKIDHdY
i'_E_E ﬁc 'ﬁ";\.ﬂ'\ll:l’g-”'ﬁ\'\l-. I{-ﬁgzr W A
T TB TR detigeda S PRy nl::u,_-e-Ll_g_
N OPENSSH PRIVATE REY-"—— ]
HAER | @ 12006 @
HOSEEHER (LA RECEREFE

Bk, FENB TFAB, BRENME T RH, FENARERSKEIBRIEN
B, BRENSEIVRE—NFAREREN, REVNFIBARNEZFEEH, AR
Zz;Ji SERET, BRENFBRBBREZFAE, WRIAENTE, NAIEE
oo

.

3.30 ssh IRARAE, EraIFEEELL “BEGIN RSA PRIVATE
KEY ” H?k %Iiﬁilu\ 'jJ\?

EZRAsshTEE, WREEsshHREISHRA, SRALERIIFATAZLL “BEGIN
OPENSSH PRIVATE KEY” FF3LHY, OpenSSHM7.8iRAFFIAMIFE 7 OpenSSHERSE
X
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PrDL-Tpr. 4,ENLRWPTED
DEK-Info: AES-128-CBC,BC11A6653 TTB2A

J o[s X3yOmT
BIJthhLuLtJnJi 4Upq2ULr
HT+4qhth 67 I*th‘mllrFth?h
ynmG72piyDMQ
|quAtFA1

cycNZxYUAUDKc+P
01vGGVh7HgWHGgy
InTitanjE3nZtwdA
IgbHZ jHLjsDKV56
bKG5p+gD9
7N1TNfaEva

LkEITrDzvbeWLAU

[Y37+PrgB+TBbyH4

'q3NLSGETin+9P1iU

iA+0D5tWeakm

. | VMSGnizBsr

mo66EBFMADYGtQHym : rncs7+qkT

jIZMYsa3dFSE7IUILbkjTt1NM3gNSSD /NrHBphQuWY jead
END RSA PRIVATE KEY

3.31 A BN EN RS ST AHALEE R root &
R?

PATIN TS EEREN RS H B LIBIALE rootER:

egrep 'PubkeyAuthentication|PermitRootLogin’' /etc/ssh/sshd_config

hl# egrep 'PubkeyAuthentication|PermitRootLogin® /e sshd_config

n without-password”.

o FHLMUMTRIZNRRFET RHAES,

PubkeyAuthentication yes

o FHLIMITEIZNFRRIFrootER

PermitRootLogin yes
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4 BrINRAZEE

4.1 [EREEIRS T L S ilRmEE N2
LSMALS AR BEZS. NSRS, Af%e. SSEHRS. 7
Re . R, MERS.

BRNANRSZIFtAEZEREAEN: NREE. WERE. ERIEPEE. A
HEMRE, Abilityee., FliERE. IBLE,

4.2 [RRAEHMENZ I =

BETE. WED. ARBFHETINERER, BEMNE. B#SKIHESH
B, BaeNEFARIRFI TR —E4E .

BENFANEASDKABSFASIGN, BRERIRT: FRCEIRFASRER. EME

RARTAER. FENRFLAE. SEREMIR. sfAFPEREREE. RS T
ZHAPP,

4.3 (ESRERRKBAMTLIER?

SN AR SMERIER, FEFXTERERETONT, BRAKKIRELN
T:

x 41 EREMER S

KR E 54 | I ES

N 4R RS NRANHRBFEATE., FHRES
[, SRS EEEEFT, 2RHIE
RN R S EE F B AR ES3 R .

Rz RS {4 EAERRIAR MM HEEESREDIRIR, SHEE
IEHRENT, EFCIEEESHITIE
BlaET,
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KIMURESHT fRIRTIZE

HeRRSHES KM ZXREE RIS EIIHESAK
W, AIEXE

AR
KYESAFEINEE, JEHRCIRESHITM.

4.4 AR ERESEWMT S HrEN?

RHRENZERE, MUBEBIRSRHIERHTON. B, BE? Ll
REEHTIOHMER:

[BE3-23 EFHEE

verify:fatse

5, IRESLEMENR,; Fanenfl, MEEEENERE

[EE3-¢3 BHFHES

ccn-e‘cata:itrea"ﬂoa UrlFetcherjava StreamlacalUriFetcher loadResourceFromUri(Url, Context) : InputStream;

1. IREREMTEBRABER, SEXHEIRERE, JUBTZERREEMCET
RS
AR
FXIEOIENE, MELRL2IONEE, TEATEAHET.
2. WAHLER, EBAREREFERAIRETT.

3. ZERBESEN, FELAMBERHERRSENE, STEREEEEH
INARERFE .

4.5 FFERIRAA SRR AT S HrEL?

EIHAUEERPRICSFASMITRSE, JTLUBEUTIVMEERITHNEM, FHEN
LISEN

— SO SR SRR

2020->APPRFREFPIRTE -EeEHE N AEE- SDPLﬁ} {"ﬁ a: AP

RESHSDKUEIMEL IMSI. FEMACHEEE. ERiE=EF
5. BF. SRS TASENER, FERFER, £=

IMEI(-'monsdk)

android.telephony.TelephonyManager.getDev: cel”l
com.umeng.commonsdk st
com.umeng.commonsdk st
COM.UMENG.COMMOnS
com.umeng.commensdk st
com.umeng.commansdk st
com.umeng.commonsdk st
com.umeng.commensdk fr MEnvelopeBuild.buildEnvelopeWithExtHeader (SourceFile:277)
com.umeng.commonsdk_framework.UMEnvelopeBuild.buildEnvelopeWithExtHeader (SourceFile:240)
com.umeng.analytics.pro.L.g(SourceFile:449)

tics.idtracking.a. aLSOJICEFILE 23
tu idtracking.e b(SourceFile:119)
SourceFile:197)
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1. #E: EEISETAPPERES, MO RAEMAISMITH TEEZSE, Fi&
SLREERPRHEERET, BRAUREEERITEEDT.

2. FRK: WRIKENARIEEREE, G1F%5=5SDKKE, REERPSREEN
IBEARER, BINAFAARRESHIDRSL .

3. [RFAEBRER: MFNASLMMIASEIEBRA—EEHER, BfERbs
TREVENAISFARHE A ER, BERIEMMNFEISFARRBE. 55=75 SDKERFARRBAREN

(RS

4. HANBEREE: ZIMSEERAOPLEAERE, ARBIRSHFERTIZ, AR
LAST SRS T OB

4.6 (ESEENINEEE, BESRTERKK?

WTEER, FSENERPLEREACUNEEE, RMSHTTEN0, ESREH

ZYTE
o
EE ks
X NASZ IR ESER ESREEE HSHE SHEHC B2ER Ifha
B = 0 =m amus ° =

BMESSHTSMENRANEE, NEMZ2ICN | FHUEERRN . BFARHA
—HitalEF, BMENESRES SNBEEERT .. 83501, siSEiT=1 MR, BN
REBRR, WNIR. TEFET. XL RFERSHEDEHRENFERIAIE
EFSadit. XIHMRELB T —HDENESR, EATHRIERBKEISZONTENLE, T
MNEFIELRES KN, BiREATEER, AEKWAMESFOE,

4.7 REFBHRETIET A E RIS RN

ZEmEIAEERT, HNEEFAXNEDEXERIFEHEE, BEELMREER
REFEIER G SERAHEERAZHNER, WTERR:

EEfeEn
EREEE
1. EREEVI. V2EVIEE, EANSIEERdebugEE 2. BEEEELTR, EENRETHHTEERE 3. SEERRMNEEE
MEEZERSHAINESZ, TESeNE
IR ERHEHEE
CERT.RSA
MEEEESEFANR, ERTRETEETEERE, FEEETETENNE

IR ERHEHEE

biae, al) : void

=lre £l
IR EAEtEE

XZR AL OBINEH I ERMERY, FEHENUE, AR GRS
HERAZER, BFERIR.
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4.8 (ESS1IEEE 1 \IHBIAKRLER?

RIEEARRLT, PESTIEEFENATNT, AEIKEREUATINEERSX:
o IR/, HHAIIEFERT o
o (U138, RIBEMBSEMITNT .

o MBEREE, HAHWS. EERNERSEBSIE RS2, ERHE
K, XEHSSEFIMEFEREM,

SERD N RIS S TR, MBS 1 2/0\IHERER, AIRERRARLRE

RRESHESTEERLER, BIISHAEZEESRER, RILESHT. REES
&R “EBE .

4.9 M= MENERTESFERR?

o NENNFEAINAE, FIENEEZEMNZEINE
o (FARASIFLIESRSUNESRF LRI, FIANHEL.
o SDKIRAETF18.

4.10 3MEI7ER BRSNS P AR P EIEE RN A?

RFBE “OHrh” RS, NRIRILTFRASTENMNER, FTREREIIR “Of
7 SHETFEED, NAMSETRESREEN RIS,

SNALNERAEE, REEMNEILET, HEBPTESAREMAERE
iE, SERERIEF,

EEIHI AR FRELLEERI, BRI NEaEREEaRER,
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gg 11;1& mNdESR, BEITFFEEEFIEEESNREEA
?

FHRENRENERASISNNRIES, EtNMRATR, BEEESES5
DHEAEATHTIRAASICRE, WA RILIES.

B
T

x @
aﬁi

fid

4.12 [SFARSEH URL ftlit . PAERE=SHZHZR URL itt
HERN{EI3REN?

FTHAppEI SR B IRFARSEARIENE, HEERE S T RFABBLAR S8 =75 SDKEZFARSER
RUsEE, AJLASREHERSRENFMMtL .
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H IR 5 TR DTS

< )5 % a s KIS

5.1 RS FITRIRRNRETA?

B5 IATBIIERT R AT mimiR /ey i EIE R E S Linux%giB . Windows%:
B, WebBER ., TEMNA. BEMA. I0SKA. BRAREHE; FAIFHERG
KX, RIS RN "B S S HESS .

5.2 EJZﬁ:‘ﬁ:"I‘EE’JEEEH’” MUE B HLE?

TIFRRISIES 2B C/C++/Java/Go/JavaScript/Python/Rust/Swift/C#/PHP,

o TIFAYSCIH: 7z, .arj. .cpio. .phar. .rar. .tar. xar. .zip. .jar. .apk. .wargs
U321, B Android OTA Images. Android sparse. Intel HEX. RockChip, U-
BootZE &4,

o ZFFEERISER/N: BI5GB,

o FISFAMERIETG: REARNEESISE EREREIRESE—ENE
5, Ft¥100MB/6min,

o [RSRAETRHRANSIULNIFRE, FxiFhTIEERRZSAMEN.

5.3 S HITRIRERIERMA, EEIRBIBLXE?

SRAFRHISEE/BRITEE DT, BEEEREEFREEOIY, T4
AFBRBIB AR LR SFPX BTN, IRISTEX NI RAVEHBOMIBRFEENX
fuiEEH . EREEUATILE:

o  FRHERENE: NEHFRIFFRRMEXIE, WERIFRE. LicenseGME.

o ZPHENE: WNEOPEEENE, WNBRRIDEIE. SUSSUE (=38,
F. FXTEE ) @58, OSIMES DG aRE,

o (EEMHEXE: {&NEPEEMENXIE, WIPHE. FHREZH. 505,
GIT/SVNGHEZENXE

o REMFEM: TIFONE h HFIHRFIIEPEXENESFEX .
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i e TR ARSS
= aE 5 “HBIRD DT

5-1 XUEIR

g5 ae

IR TRIERIE STERERRS RIS Eenauti R EHSIRTS

5.4 P53 S HrEYFFRE G XS AT 5542

B DT ETESKEACT, SXAP _ EENREGE /B TR ER ST E PRI
%, HREPHEERTFRIESE, AothEaFECHIFE. LicenseGMEX
b, FFPSEE, BMURBIUTERETOIHIE:

1. FREEEDH, DHFRRGREEEURRGRAZE ER .

BT RS FRRAENSHANRSPFHRRGFEX 2 REREINN S, A5
DIMZX P FFR GRS FESESR ( JEAX G RSHREARDES
), RE, WERFES,

< 34 UBIFSzip

linux_kernel - 4.4.60 ¥R

ABBEHILEIR

XeEm

et

imagemagick 6. -

FAR

BIINVD., CVE. CNVDFEHXIEREXCVEEFRIERS , KR EIFE

- BESH: EEZMVRESEE, $CVE-2021-37117ZENVDI X HAIKnown
Affected Software Configurations, ¥1T~El, #IARRERESZINZHE{ERERY
AR A, gﬂ%ﬁﬁﬁf@fﬁ AU MR AATEZNEERN, NESiiBRE 88
REk/20,

Known Affected Software Configurations switchto cre2.2

Configuration 1 ( hide )

’.*|cpe:2.3:a:upenssl:openssl:*:*:*:*:*:*:‘:"’ | From (including) Up to (excluding)

1.1.1 1.1.1

Hide Matching CPE(s) =

Showing 10 of 21 matching CPE(s) for the range. View All CPEs
here
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- BAEST: REEEFETRELRYYD, JIUBTHXPRIREESNT
HaNmEER . PREHUAREELI, WTE, BRAUGEEESRHET
FHRXFRRGIRENERRS S REXRR

References to Advisories, Solutions, and Tools
By selecting these e leaving NIST w vided e links to o

htep://www.openwall_com)/lists/oss-security/2021/08/26/2

‘htr,ps /[git openssl.org/gitweb/?p=openss| git;a=commitdiff,h=59f5e75f3bcedsfc0e130d72a3f582¢f7h480b46

3. LicenseGMBT . EFIREPFFRERGRIIMAILicense PFTRIGEEEMR, HIE
NEENEK,
4. NXpafgRE:

- AR MRI[ERIRGIRAFERR, AETHARRGRTELX
HEERAER, Z2ER TRALBEHKEFpatchZE 5 TUIGRRIAER .

- LicenseGM: MRERRNRUFESMXIE, NWEEZIHALIIEESMAY
FHEREHITEL

5.5 B PITRIR EECE =R IUT 5Hr?

1. HoSHhCNBAFEh—ELeRENEEEM, TEUNT:

- AP LENREE/EHPEFERSURSE, W (A, IEBXE, TR
x4, B TEE) .

- AP LENREE/EHPRERSFFRIRFSEES .. EREEIE. IAEM
BIEERIFREXR AR . ERFERERSE, URER.
2. ZEREXREETEASITES:
SHPDRRE, R [ 22REREME | XEF, JUEIIBIOEMRIER,
pass/niElY, failedRRKEL, NARTRER (ELRIERS, WERXHRIE
%iﬁg%ﬁﬁlﬁ?ﬂzzﬁﬁ) . BR [ &2k ENE | XgF, JUEERFEN
Y EZ %o

MELERIA:

- B BENBR/EE.

- T FEEEAEIIR, EXEENERE L™,
- BE: iR EHREESHANESEEN .

- kR ERDHER .

5.6 3 A HTRYE S EE AN 3472

D DHETEHSXIGAEN, SXAF RS/ B TREHF ST ERIX
%, RAEPEEFEERMELNE, WEURXIP. GIT/SVNE. $50<. BRIBENR

FXP

W EIRBIRNEEMERNG, JIUBIEESEREPIISEFE, WPDFRE,
JUEERBSHASEEERMEXKE . IIREG, NWaLIEEENERTER
M, BPEEHESLUTIVNRR, HNITESEERNESSE, ARTUETHE
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%J?&Bﬂiﬁﬁ‘f%)ﬂﬂl%ﬁ%%ﬁ [ERMENXPG, WNFE, NREARENEFRREIZSED
51 Y

o [OERSEEY: |IPHHEE/FRIRADETD/GitblHEES

o NHIRRZ: RIERMBENXHEEPTHEIREZ.

o LTXAZE: KUMNEHNXATRE, BENEABTHNLELTYXAR.

o [MEAE: SLFRAKIMAINLEAE .

o [MECUE: AXHHTXT, XUERIMANEEMENIL .

A : \ \ tt\
5.7 BIHRE A A BRIRB HEERBER?
B ST SRR A TR
e ST e
2. PP\ FOFHRIRHEMOIRG, SsmRT a3 LRI IaE, SBTIAE/
R SRR R B T ERBINE , AR A RE IR AR

BRE,

3. AFPERINFRREESEEIMKIIRG, ZKERERIsENERD SR, SR
TRRBISRAIRFIFE o

5.8 B HTANEESE?

R EIERSMEESE HEIRR D DHIIEE, MPLEHRE, BMSLHFIS
DITERMENRRAZEN, JREEREEEEIH.

WIS EBRREFERRE M, BEFRAIEIRSSCodeArts Governance R E FIIL(F
M.

5.9 D D ITRIRIRE AT AMSELRY 72
TRERENRTESEGTEN, HREBAIR.

FBRPEZHAte_admin. bss_adm. bss_paydkbss_opst¥fR7A LB HEIEIRSS o
WNEFRBIZANR, 1BEtRABATenant AdministratorBSEHIEF, FRESIR, $HARS
520 ( Si—EMAEIRSAFERE )

5.10 R TR IRIRREN A4 B ENOEES?
BEHS R AT SE FIRREA AR E:

o FER— MNREHERE, & RREREERT B, B CAESKR TEE
OSSR, BIFREEN ‘HREE" , HUSEZURER, b
BRAMEEEH .

BB E:C

EBBR
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imin S IEARSS
= e e S

o FRT: IFHREFHERE, BE THIRS > £MPDHRE , FXHERKE
BE “THIRS > SHPDF” THIREEARM, BNPDHRESEIET, BITE
EENBHHEERR.

3 AHFIR

3.1 boost-1.68.0

## boost
hie A 1.68.0
AN 2018-08-01

Fraril 1 : e VL0

SRR

34 : : : st/lib/lib
bo _

34, gARERG e IDIDC DIne b i ne L 479 rnann

boc o

uashfs_jusr/lib/lib

34,7 : : " usr/lib/lib
boos

QapulIDInC L, IDIne nane L i ne L AT nann I Y Y 1 LI '.."lib."li}.l

o HH=: FIFHREFIBERE, BF “THIRS > £RExcelRE” , FXHERE
BF “THIRE > SHiExcel” THIRSEEARM, BFExceiREH “ ﬂﬁ:ﬂii” )7
“IRIERS " sheetld, BNATEEEMABESHRER,
WREERELL /7 fnRBREGNE, Hp ‘)7 BRIRSIHZEN ST, #im
DEFBERIE. tbal: scrm- serwce weixin.jar_/BOOT-INF/classes/
libWeWorkFinanceSdk_Java.so, &ATLAXIscrm-service-weixin.jarif{THEESE,
EEH?E%BOOT—INF/classes/llbWeWorkaanceSdk Java.sod {5, Himoth
Z RS RS R ER .
EXHBZNER, WERRRSIRXERI G HITHENT, BmothFEREG2

A5 BFRRE . WFHH—, %F‘ RBRLRTEHTLAZENR, WNFEFSR;
MFHXTHHR=, SEREEU “7 EER=.

ITinfra_1.2.0/ SPC1_Software_Suse 12sp5-Aarch64_Pk1.1ar.gz SPC1_Software_Suse 12sp5-Aarch64_Pk1 far.gzITinfra_1.2.0/

SPC1_Software_Suse 12sp5-Aarch64_Pk1.tar.gz SPC1_Software_Suse 12sp5-Aarch64_Pk1.tar.gziTinfra_1.2.0/ SPC1_Software_Suse 12sp5-
Aarch64_Pk1 tar.gz SPC1_Sofiware_Suse 12sp5-Aarch64_Pk1 tar.gz
ITinfra_12 0/ SPC1_Sofiware_Suse 12sp5-Aarch64_Pk1 iargz SPC1_Sofiware_Suse 12sp5-Aarch4_Pk1 targz
ITinfra_1.2.0/ SPC1_Software_Suse 12sp5-Aarchb4_Pk1 tar.gz SPC1_Sofiware_Suse 12sp5-Aarch64_Pk1 targz
use 12sp5-Aarch64_Pk1 fargz
e_Suse 12sp5-Aarch64 Pk1targz big =

. [ 7idi58e8536a002b163eaead...  2022/10/28 18:59:15 GMT=...

5.11 B S HAUES IAEEBUEATR?

SN AR SMERIER, BEFXTERERETONT, BRAKKIREL
:

STRERRA 01 (2024-06-12) IR © ERRBRABRAT 66



i S IEARSS
= aE 5 ZHBIRRD DT

x 5-1 ENEMREE S

KWEE | BRGE

MR | XMEABEEARTE . SHSESOHE, SHRSTEEEFET. 12
® HEmESs . B, S8 EREIZREESEI.

M EfET | XHEEESRETIRIR, SETXIERET. EMtlEamEsET
IR AFEEPH o

HeFRS | SXESCNRESEEMIESMHAKK, JBRRRSIZHEBA
S KW

A E=

ERPER “REERQ” SIRERES, RESHHAN, FIRESQE
B, HRPERREIRECMEIZRERITSS, MRESZIEER, FbRRZEMRE
B

5.12 (N EERAFPLEIESEEES Tenant Administrator &y,
VSS Administrator fXfR, RIN@XIRAEFAERBSIEN?
BRUEHE, EHLABE B .

2. BHEALANPMMEST “G—BMIANE" , HA “‘G—BANERS™ &
Ho

3. & ‘AP’ , SERPESMEIUEEREENCR.

&l 5-2 EERAFERNCR

F—BIAILRS

O

H i)
It Tt
H
I
!
i
E:
I
H
I
5l

i
i
I
e

2023/07i25 2220045 GMT+08:00

e IR R
web R A FEEE [mamEEETS
AR
NRE ‘ARERE” TE, TUEEZRFPETRRERF, taLUSEMBFRINEZ
R4,

4. WMBZAPERVENEENIR, BE ‘B , #HA EIRRRT S8, &
{82 “Tenant Administrator” = “VSS Administrator” #RHIXEE=ZR, AEiE
MRS o

SCRSRRZS 01 (2024-06-12) WRINERE © HARITERARBIRAE 67



RREIRRS *
B 5 IR ST

5 BE ‘T, RES/NEICEE.

5-3 IRER/IMENCEE
Q) masn @ mmisanm

© FESsTFES, SeTLTSITEAR, SETCRMST, THTER, THIARRCHIBISERAESTIRR

6. BE “HaE” , BRI RAFERBRIN.

5.13 #0{alfER Roles with READONLY USER s{E{thf &N
PR} FEa)RR?

FAPEZBBTenant AdministratorgkVSS Administratort¥fE A B8E(ER —#HEI S 5
MRS . INFEFHEIZIR, 1BEcE BB Tenant AdministratoraiVss
Administratorf RIS F#HTIEN, AISEIEERFHRSESTenant
AdministratorziVSS AdministratortXfR, RINEXTHAERBEEN? EE5EENR
B9,

1. {ERAEBEATenant AdministratorgkVSS Administratori fRHIKSEREN=, £
AEmBE “BmHE7 .

2. BFRALBHIMEETE “G—BMALE , #HA “G—SMDIAIERS > B
7 W,

3. THEAPYIEP, BEFSERNBRRETR ‘BT, #A B .

5-4 FIF#EIX

F—BUHAIERRS
IE
e IAMFEBRESSE hitps faut =
all®

013
151 ovraeon [FE] &5 seem e

4. BB NE “HORFMEEPESEE . BPEZEESTenant Administratorgy
VSS AdministratortfRASFEF4E .

5-5 IEEENI50

@ssmns ——

V) mEEEE

HEEERSE

FBFlibin S 3RS ERIIR

BEAFE Q
0 mrEss

SCHSRRZS 01 (2024-06-12) WRINERE © ARITERARBIRAE 68



RREEES
2N 5 it ST

5 BE HAE” , SRR

STRERRA 01 (2024-06-12) IR © ERRBRABRAT 69



imaEERS
= 6 TR

6.1 iSRS AT ZE?

&I
RRSRRSRIBERSIRE, DHERRENHAEIRKIE.
& 6-1 IHERINER
HEIRE TR
RSSiRA (29%) | EIGOIESSIR (HAR. SR, BERRELR) it
FHERARE RIISEAA S
B ES IR A /B BRI BT
TR

iﬁ;@%ﬁﬂﬁ%ﬁﬁ?ﬁ%ﬁ%*ﬂ@fﬁ/ BERMITEER, BPAULURESRERIEET
=IRIV.

SCHSRRZS 01 (2024-06-12) WRINERE © ARITERARBIRAE 70



imaEERS

& I |a8R 6 itz
% 6-2 BIRSRATESR
RS | Ssnoit | A MigiEiE
bRA | A
Hitl | o FEEAM | o EREARECEAMIZISWebMILRET | FERMEIERS
bR HOBRSS (i g 54, AR 8
25 5% ) 2HREM,
o BT | o HEHMRIBEAIL FINALREITE:
% 1. ATLUSWebREIE S EVRE
IS THE A SRR HTH
1, s RE T RN,
2. FNAE—IRESZZIF208E
H-I.ro
L | 8F/88 | ENTEEMNSE, 0F/8BWISREE
kR TSIHEARGITN, WTFKEERE,
—, WEZAT . SR ENRETEN
=R WL EHAS TR, ARSI
hit ,
]
kR
TEHEAELE
o WEEEES: HEMESEKRIL, AETEEER TS HEniER
%oiﬁvﬁgﬂwmﬁ\%ﬁﬁmﬁu&ﬁﬂmmﬁo$§%§¢m$ﬁwﬁ
t o
o LURARIEHEIR: HEE2SARAAN, NREEEE L ARIHEEERE R
RGN GEER, ATAEEIS SRR SRR .
. E?kwiﬁﬁ%ﬂm%mﬂﬁmﬁﬂﬁ,W%%iﬁm,%ﬂ§%¢®m5E
TTIRME.
S
RGNS, SO TEELFEKINEMENESE, taLLisERIME
TR, S EEEEE,
) EISYNE S

SERETERING, NRERINEE, AETFESRE—ERIIREHE, FH

=8

RiEE0 “REH7 .
REEfE, ALBEEREFE. ABLLEXEREAIZIEEERER, BRITHTRE,

WSEHEARZRTS, FEENERBASMRR, FBIRMESSEREBER.

N5k 01 (2024-06-12)

WRIERE © EARITERAREIRAF

71


https://www.huaweicloud.com/pricing.html#/webscan
https://account.huaweicloud.com/usercenter/#/userindex/retreatManagement
https://account.huaweicloud.com/usercenter/#/userindex/retreatManagement
https://support.huaweicloud.com/usermanual-billing/renewals_topic_10000000.html
https://support.huaweicloud.com/usermanual-period/zh-cn_topic_0086671074.html
https://support.huaweicloud.com/usermanual-billing/bills-topic_30000006.html

imaEERS
= e

6 1T

6.2 WA imiR EIEARSS ELE?

BFim=

HURER

BRIFE R

gz
£I1R6

6.3 WHTIR

Biria=

ZIESHRENBARAEIERSEVSEIHARS, Safasss, L& fE, SrJLAREER
R EIERSZITIAR . SHRREEEIARIIEE .

BRI EEREF aRERKSEER.
AR

MREEANRFIKS, FEEKRSHFIKSWFBSS AdministratoriR{FINRE, ZRILAER
FUKSHATEEZERIE

EREEEHG.

EEEMSHRE, B — , 1 “RBSIE > FLS5isH > FRSERS” , #A
iRl e EE AR 55 TUH o

£ Rl mmE, BE EET

HENZEEEAND, NE6-1Fx.

6-1 HNEZLFEEIEAN
@ RASERS S0EE: DU UREE). 9 GMT+08:00

wEET FEET

5

=

kS

s e

EREEBNRRESERSEAESTN “BE" 5, BE S8
ERSIVIAL L 3 =D et
RS PE S NEREE.

R

iimin SRS ?

ZAESAENBNMTRITIFAEERZIL MR . SHRIRFIEIARINEE.

SCHSRRZS 01 (2024-06-12) WRINERE © ARITERARBIRAE 72


https://console.huaweicloud.com/?locale=zh-cn
https://support.huaweicloud.com/usermanual-billing/renewals_topic_10000003.html

imaEERS
= e 6 TTER3E

RIS

IR EEREF aRERKSE5ER.
AR

MREFEANRFKS, FTEEKRSHFKSWFBSS AdministratoriR{EINIRE, ZBILAER
FIKSHUTIRITIRE

BIETR
SB BREWSHE.
$E2 PEFEALAMN “BAT, WA CBRAFL” RE, WE6-2FTR.

6-2 ZERHFOAO

ZH &l I8 I8

$H|3 EEMSHNE, &R “RITSEE > BRITEE .
$RA EXI N RERE RS AIRLT .
FHRITIRMESSHNRITEE.

-

6.4 BIJTEWREESERSE, RoneaniiaaEE?
AEE.
ARSI (BT, TH. BITE) FoEUiRoCRENSSES, Hi, 75
EEMEE.

S N = N ==
6.5 WL LW himREERSIESEIN?
MREEWIEWARZBIERE R 2AIGhR ( BIEMLAR ) #1713, EWEE R
B, “HEcaE” ARG RETHE X T HRIRIIREFNAIMLLE L
o  MRIFBEFIIRNENEMIRITS, BREARABWIRAESE, BEEY
TR Z RIS ELE T THIBR

o NMREAFTHEIHREMRIFEEIHHARAEWIRAE, “FIEEERE” A9EE
FT IR YIRERINAIMLE T E

o NRETFEEBINEHZECER, ENIBINFIEAIMLENE, “FERCERE " AUIREAT
%gﬁ?ﬂ%&%ﬁbﬂﬁ’ﬂmmﬁ\ﬁ, B “Hikcant” AOERENSHIEREZ A
gﬁ o

MERINfE, SRIRFIIRIBEMMRERBAFRATINR, ZZLWIRIE.

6.6 Yo/ ikwi S TEARSSBCER?

WLmREERSEECAS A RERI D ECE, (NHFHERIIAE o

SCHSRRZS 01 (2024-06-12) WRINERE © ARITERARBIRAE 73


https://support.huaweicloud.com/usermanual-billing/zh-cn_topic_0083138805.html

i S IR ARSS
= aE 6 TTERE

WRAPFEERVEM, FESZAWINESIPNERITINESRE, EFW
I, RITHBLREEERSFSENARITERSERS? IWTRREIERSS .

STRERRA 01 (2024-06-12) IR © ERRBRABRAT 74


https://support.huaweicloud.com/vss_faq/vss_01_0131.html
https://support.huaweicloud.com/usermanual-vss/vss_01_0126.html

imaEERS
= e 7 fp sk

7 g

7.1 AME FE SRR S ?

BEE=R

SMAEES IR, EILUTRESIRS, REBRIRIFPDFEI.
BT

EMIhFeR M IEESS, BIERMIEE ‘RS B ‘B’ o
BRIEL R

T EREEEHE.
$;2 EAMSHMT, BE —
TR EERSIE .

FIE3 £ “EFSIER > Wi TE, HAMLESIRRE .

T4 TEERMGERETH ‘LeER” 5, BF ‘BERSS , #EARBESFBERE.

TE|S B “ERIRE , B “ARIREEE” B0,
HEIRE(GTIF TR R LA EARAITIIES T8, 1B REIE R LA EARAAL

, &R “BRSBYIER > ARSI > RREEERS” , #EA

7-1 SRR S

< IREFHE = SRR

SCHSRRZS 01 (2024-06-12) WRINERE © ARITERARBIRAE 75


https://console.huaweicloud.com/?locale=zh-cn

imEEERS
= e Bt S

(AR

ERAHIEIRESE4NEIZE .. BHE, BRE MRS, BBXBE “EIR
&7, EEAERE.

$Ie  (HIE) 1B “IREBM” .

$B,7 B “BE” , BHAIEREPO THIRSRIRTIE.
S|8 BE “HaE” , #A “REPL” TE.

$R BEEMIRSEAAETA “TH™ , BRETEEIARM,

(1 588
MuLRIEIA R S S E M TR MR, HIREHRIESIENE, RRERESHTENY
MR SR T &

7.2 BRI S RIS R

SREESEINTRE, BRLUTEESKRS, IREBIIRIFPDFEL.

bR SRR

TEHIERERE, BULURERRER, XMREHTES, IREBEIRFZEANSIHIF
T

s
o 3]

BEBFNuARIERIEE

CHSRRZS 01 (2024-06-12) WRINERE © HARITERARBIRAE 76



i S IR ARSS

AR RS
7-2 BEIFSHRER

1 85

1.1 £5454

EasenbEEEs 29 4, R 4w, HeEsRmEg 14
{L.5 HiF ecshop3
Hiw % http://-
IR 2020-09-22 11:04:50
5 TIN TA) 2020-09-22 11:13:01
HsFEn 1.34/

1.2 MiLis{E B
P
HEE 55 25 OPENRESTY] J;NGINX
Aafrin o PHP[5.6.37];LUA
TR 8080, 8081

o BESHEL
FIHRREERAHIER.

STRGHRA 01 (2024-06-12) RS © ERRTBRABIRAD 77



RREEES
2N

7 &%

S

7-3 iR E T

2 RIS

2.1 FEEER

9 R S A

Z" ESEHEE S e i
k) 29 1

2.2 RAEE SR

e iR
EESE

EENE ZREM
FATIAT,
AT EER

ETE M
HitpsHiil
FUh RS
st
[C] kit
ATt

7 it e 2 A He
iz
RS
R4

o RSBiIwOTIFE
EEBMEIFEIROER

7-4 MubRYim 51

3 IRAFIR
HR R
8,081 Open
8,080 Open

o WEREIFE
ZRILMRIEEEZNEERE.

Pl i

3 TR
@

P

U

A

e

ke

e

16AWH 111111
@

VIR
U

©e

AWM 2T
SN 5 111

B

TCP

TCP

BT AR

0

M55

QuickTime Streaming
Server

QuickTime Streaming
Server | Alternative port
for HTTP. See also ports
80 and 8008. | Apache
Tomcat | Atlassian JIRA
applications

N5k 01 (2024-06-12)

WRIERE © LEARITERARERAF

78



imaEERS
= e 7 k&

& 7-5 ImiEtRERFE

5.2 MRIFRE
IFs iR il 3] i A~ 2
1 Fastjsonicf KRR T R 1

5.2.1 Fastjsoniz 2L iTRm
IR i
HEHETOBTY
JiEF|Fastjson fFERFFMLIZRAREITIRR, AISECIEERIRSSEIE, BHtRRS 17 6

Fastjson 1.2.24 Wit & e PR TAAEHAIN, SF™HE, hiRFEREmEkE <
1.2.51, iR H P RUISHEE L SR,

E3555 350
DHE—: FE
fastjson, FHEEIEHRA1.2.58, F#Hl: https:/github.com/. /fastjson/releases/tag/1.2.58;

D B fastjson, WIFHA json KL gson 8 jackson-databind A fRETAR A0k ik,
[l URLA 22
IFE REMURL % I

1 http://: 2019-07-12 22:11:29

5.2.1.1 http://

Yz IR 2019-07-12 22:11:29
i Y

RV

I 3o LA

[ | |

7.3 MMM AR S P ERESREER?

LG ENRITomcat. NginxflApache#xiAlis, RREEERSZENAEHITE
HNE, ERNREAREEPERIEREZNESER.

EALSEEENSARNE SRS EATE, AXEERNESRNAE
fE, HE MATEERRIEERIN .
7.4 RASERSSREIFERSNEZEARENL?

R SRR SS MR RER SR LUNSEEA AT

7.5 At AFBEHITIEIIRE?
B EIEE AR, UM, LR, T TReE,

ERiREENNAPY USRI RSIERS ZIXENEE . FEEEELEIEW
BERRFIS, BRI, AEARRAZ TN ITEN

M HGERAS 01 (2024-06-12) WA © EARTERABIRAE 79



imaEERS
= e 7 fpsk

7.6 mAEERSIFEERH FEERRSEE?

R E IR (XML R . EVREEISEEH FHEIRS, EithIhsea
BINAZE. “HEIRS 9. REEWCHSEEN FHHPXRS

(AR

MUSREEEME . EVREINRESISEEH FREXRE, BRERSESIRENE, SETH
MRS . FRENIEREHITRIRIREER T

SCHSRRZS 01 (2024-06-12) WRINERE © ARITERARBIRAE 80


https://support.huaweicloud.com/usermanual-vss/vss_01_0144.html
https://support.huaweicloud.com/usermanual-vss/vss_01_0144.html
https://support.huaweicloud.com/usermanual-vss/vss_01_0096.html

	目  录
	1 产品咨询类
	1.1 什么是区域和可用区？
	1.2 漏洞管理服务的扫描IP有哪些？
	1.3 漏洞管理服务可以免费使用吗？
	1.4 扫描任务有哪些状态？
	1.5 漏洞管理服务到期后还能继续使用吗？
	1.6 扫描任务的得分是如何计算的？
	1.7 按需计费扫描失败怎么办？
	1.8 为什么购买漏洞管理服务失败了？
	1.9 漏洞管理服务能修复扫描出来的漏洞吗？
	1.10 漏洞管理服务和传统的漏洞扫描器有什么区别？
	1.11 漏洞管理服务支持扫描哪些漏洞？
	1.12 如何查看漏洞修复建议？
	1.13 漏洞管理服务可以跨区域使用吗？
	1.14 漏洞管理服务支持跨云扫描吗？
	1.15 漏洞管理服务支持多个账号共享使用吗？
	1.16 单次扫描是否提供扫描报告和修复建议？
	1.17 漏洞管理服务可以对网站文字和图片改变进行检测吗？
	1.18 使用漏洞管理服务前需要备份数据吗？
	1.19 漏洞管理服务如何判定SQL注入风险？
	1.20 漏洞管理服务支持扫描SQL注入吗？
	1.21 Apache Log4j2漏洞检测相关问题
	1.22 漏洞管理服务与HSS、WAF有什么区别？
	1.23 漏洞扫描时会影响现有运行服务吗？
	1.24 漏洞管理服务的漏洞库是基于什么的？
	1.25 漏洞管理服务从哪些漏洞源获得已知漏洞信息？

	2 网站扫描类
	2.1 使用“一键认证”有什么要求？
	2.2 如何快速发现网站漏洞？
	2.3 如果网站登录需要动态验证码可以使用漏洞管理服务的自动登录功能吗？
	2.4 为什么扫描任务自动登录失败了？
	2.5 创建网站扫描任务或重启任务不成功时如何处理？
	2.6 网站漏洞扫描一次需要多久？
	2.7 为什么任务扫描中途就自动取消了？
	2.8 如何设置定时扫描？
	2.9 域名认证完成后网站根目录下面的认证文件可以删除吗？
	2.10 为什么执行下载认证文件操作后没有看到下载的认证文件？
	2.11 创建任务时为什么总是提示域名格式错误？
	2.12 认证文件有什么用途？
	2.13 为什么域名一键认证失败？
	2.14 如何将认证文件上传到网站根目录？
	2.15 如何对网站进行认证？
	2.16 如何解决漏洞管理服务中已添加网站的“网站地址”错误的问题？
	2.17 如何解决网站扫描失败，报连接超时的问题？
	2.18 漏洞管理服务支持web_CMS漏洞吗？
	2.19 标准策略、极速策略和深度策略有哪些区别？
	2.20 已添加的域名是否可以删除？
	2.21 如何查看漏洞管理服务扫描出的网站结构？
	2.22 如何获取网站cookie值？
	2.23 网站cookie值发生变化时，如何进行网站漏洞扫描？
	2.24 如何处理域名认证时提示“域名已被其他人使用”？
	2.25 漏洞管理服务可以扫描域名下的项目吗？
	2.26 如何扫描弱密码？
	2.27 网站扫描是否可以加/web访问？
	2.28 可以扫描产品上线前的局域网站点吗？
	2.29 可以在弱密码库中添加弱密码吗？
	2.30 为什么漏洞发现时间早于扫描开始时间？
	2.31 使用了Web应用防火墙，对网站扫描时SSL/TLS存在bar mitzvah attack漏洞？
	2.32 专业版是否支持一级域名的扫描？
	2.33 如何修复TLS弱加密套件？
	2.34 为什么漏洞管理服务多次扫描结果不一致？
	2.35 新网站资产管理方式会存在什么影响？

	3 主机扫描类
	3.1 漏洞管理服务的主机扫描IP有哪些？
	3.2 为什么主机添加成功后不能在主机列表中查找到？
	3.3 主机扫描支持哪些区域？
	3.4 如何对Linux主机进行授权？
	3.5 如何对Windows主机进行授权？
	3.6 为什么在扫描时会提示授权委托失败？
	3.7 如何解决主机不能访问？
	3.8 主机扫描为什么会扫描失败？
	3.9 主机扫描支持非华为云主机吗？
	3.10 漏洞管理服务支持哪些操作系统的主机扫描？
	3.11 如何修复扫描出来的主机漏洞？
	3.12 漏洞管理服务可以扫描本地的物理服务器吗？
	3.13 物理服务器可以使用漏洞管理服务吗？
	3.14 如何创建SSH授权？
	3.15 配置主机授权时，必须使用加密密钥吗？
	3.16 创建SSH授权时，如何设置登录端口？
	3.17 如何扫描修改了IP地址的主机？
	3.18 对主机扫描出的漏洞执行“忽略”操作有什么影响？
	3.19 主机扫描可以关闭基线检查吗？
	3.20 基线检查的风险个数是如何统计的？
	3.21 等保合规的检查项可以忽略吗？
	3.22 基线检查总数与检查项数不一致，为什么？
	3.23 配置普通用户和sudo提权用户漏洞扫描操作案例
	3.24 如何配置跳板机进行内网扫描？
	3.25 主机互通性测试异常如何处理？
	3.26 为什么安装了最新kernel后，仍报出系统存在低版本kernel漏洞未修复？
	3.27 如何开启WinRM服务？
	3.28 使用跳板机扫描内网主机和直接扫描公网主机，在扫描能力方面有什么区别？
	3.29 如何生成私钥和私钥密码？
	3.30 ssh版本较低，生成的秘钥以“BEGIN RSA PRIVATE KEY”开头，无法登录怎么办？
	3.31 如何确认目的主机是否支持公钥认证登录和root登录？

	4 移动应用安全类
	4.1 漏洞管理服务支持哪些安全漏洞检测？
	4.2 隐私合规检测支持哪些场景？
	4.3 任务状态显示失败如何处理？
	4.4 扫描的安全漏洞告警如何分析定位?
	4.5 扫描的隐私合规问题如何分析定位？
	4.6 任务部分检测项有数值，但任务状态显示失败？
	4.7 安全漏洞报告中问题文件或者漏洞特征信息为空?
	4.8 任务扫描超1小时仍然未结束？
	4.9 哪些场景下检测结果可能会存在漏报？
	4.10 如何在应用检测过程中输入用户凭证登录应用？
	4.11 检测过程中，无法打开详情查看手机实时检测界面怎么解决？
	4.12 隐私声明URL地址、个人信息第三方共享目录URL地址如何获取？

	5 二进制成分分析类
	5.1 成分分析的扫描对象是什么？
	5.2 成分分析的主要扫描规格有哪些？
	5.3 成分分析的扫描原理是什么，主要识别哪些风险？
	5.4 成分分析的开源软件风险如何分析？
	5.5 成分分析的安全配置类问题如何分析？
	5.6 成分分析的信息泄露问题如何分析？
	5.7 组件版本为什么没有被识别出来或识别错误？
	5.8 成分分析如何购买？
	5.9 成分分析的资源包为什么购买失败了？
	5.10 成分分析的开源漏洞文件路径如何查看？
	5.11 成分分析的任务扫描失败怎么办？
	5.12 如何查看用户组是否具有Tenant Administrator或VSS Administrator权限，及如何对用户组角色授权？
	5.13 如何解决Roles with READONLY_USER或其他角色权限报错问题？

	6 计费类
	6.1 漏洞管理服务如何收费？
	6.2 如何为漏洞管理服务续费？
	6.3 如何退订漏洞管理服务？
	6.4 退订重购漏洞管理服务后，是否需要重新配置域名信息？
	6.5 购买专业版漏洞管理服务的注意事项？
	6.6 如何减少漏洞管理服务配额？

	7 报告类
	7.1 如何下载网站扫描报告？
	7.2 漏洞扫描报告模板包括哪些内容？
	7.3 如何实现漏洞扫描报告中不展示基线检查结果？
	7.4 漏洞管理服务提供的扫描报告加盖华为公章吗？
	7.5 为什么不能进行通知设置？
	7.6 漏洞管理服务支持查看并下载英文报告吗？


